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Information Security Policy 

Information Security Policy

RIMAC establishes a governance, operational, and control framework to protect 

information assets and the technological resources that support them, ensuring 

the confidentiality, integrity, and availability of information.

01. Governance and Risk Management

A formal process is in place to identify, analyze, evaluate, and address 

information security risks based on impact and likelihood criteria.

02. Security in Processes and Technology

Role-based access controls, the principle of least privilege, segregation of 

environments, change validation, monitoring, and log reviews.

03. People and Suppliers

Mandatory training, topic-specific sessions, social engineering simulations, and 

controls for critical third parties.

04. Incident Response and Resilience

Business continuity and disaster recovery plans are regularly tested, together 

with an Incident Response Plan.

Click here to view our Information Security Policy.
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Vulnerability Management Roadmap 2025

Vulnerability Management Roadmap 2025

Infrastructure Scanning Cycles

CloudInfrastructure

OnPremiseInfrastructure

PCIDSS

Cracking Credentials 
Database

Application Scan Cycle

Web application scanning
andAPI´s

Searching for secrets in
internal repositories

Search for secrets

Public secrets
Ethical Hacking

Ethical Hacking of BIA
Applications

*We conduct the evaluation throughout the year.



Baseline Monitoring Management  Roadmap 2025

Baseline Monitoring Management  Roadmap 2025

The Baseline Monitoring and Vulnerability Management Plan helps us identify, assess, and track cybersecurity gaps to prevent

potential threats and attacks.

Onpremise Cloud
Monitoring of cybersecurity 

baselines and vulnerabilities 

across systems hosted within 

RIMAC’s internal 

infrastructure.

Monitoring of cybersecurity 

baselines and vulnerabilities 

across systems and services 

hosted in cloud environments.
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Cibersecurity drills

Cibersecurity drills

We also carry out cybersecurity drills to keep our

employees alert and ensure that they can correctly

identify different threats.

As presented in the example, a mass email is

sent to all employees with a phishing simulation

and those who cannot correctly identify it are

sent an explanation email after that.



Cybersecurity Mailbox

Cybersecurity Mailbox

At RIMAC we have an email that works as a

mailbox to receive concerns and reports of

cybersecurity cases in the organization. This

email is ciberseguridad@rimac.com.pe
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Cybersecurity Incidents Report

Cybersecurity Incidents Report

Upon receiving a report about a cybersecurity

incident through the mailbox, the cybersecurity area

conducts an investigation of the case. For example, in

the case of phishing presented below, an analysis of the

email is carried out to determine if it does indeed

present a risk and at what level, as well as the actions

to be taken.



Supplier 
Cybersecurity
Homologation

Through the homologation document, suppliers 

commit to RIMAC’s General Information 

Security Terms when they store, process, 

transfer, or access RIMAC information.

Supplier responsibilities

Safeguards • Training • Assessments • 

Incident response

01

Safeguards 
& access

• Administrative, 

technical, and 

physical controls

• Secure 

authentication and 

access by legitimate 

need

• Logs retained for 

at least 90 days

• Malware controls, 

security patches, 

and credential 

protection

02

Training & 
human risk

• Annual training 

and continuous 

supervision for 

personnel with 

access to RIMAC 

information

• Phishing tests, 

secure password 

practices, and 

cyberattack 

prevention

• Competency 

evaluations and 

reinforcement plans

03

Assessments 
& audits

• RIMAC may 

request control 

assessments, on-

site evidence, and 

vulnerability reports

• Suppliers self-

assess safeguards 

at least annually

• Audit reports, 

penetration tests, or 

certifications may 

be provided, 

including ISO 

27001, SOC1, 

SOC2, or PCI

04

Incident

response

• Maintain a security 

incident response 

program

• Notify RIMAC 

within no more than 

24 hours after 

discovering a 

security incident

• Correct critical, 

high, and medium 

findings within 30, 

60, and 90 days

To view the full policy, click here.
To view the full policy, click here.
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Privacy Policy: Scope and Management
We manage personal data through a defined privacy and information protection framework.

At RIMAC, we take the protection and privacy of personal data seriously. Our Privacy Policy establishes how we handle personal data in 

accordance with Peru’s Personal Data Protection Act and its applicable regulations.

Scope across RIMAC

Our Privacy Policy covers RIMAC Seguros y Reaseguros and 

RIMAC S.A. Entidad Prestadora de Salud (EPS), and governs 

the handling of personal data within our business relationships.

Personal data as confidential information

We classify personal data as confidential information and require 

security measures in the information systems and platforms that 

contain or support such data.

Lifecycle and data subject rights

We define retention periods and provide mechanisms for 

individuals to exercise access, information, updating, correction, 

cancellation, portability and suppression rights, as well as to 

challenge use or disclosure or withdraw consent.

Third-party protection

Our information classification policy applies to employees and 

third parties providing services to us. Third parties with access to 

company information are subject to confidentiality, personal data 

protection and contractual security requirements.

To view the full policy, click here.

https://www.rimac.com/privacy-policy
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Privacy Governance and Responsibilities
We assign defined accountability for personal data protection, information security and information governance.

Personal Data 

Protection Officer

We have designated Karen Mora 

Gutiérrez as our Personal Data 

Protection Officer, providing a 

specific point of accountability 

and contact for personal data 

protection matters.

pdpcumplimiento@rimac.com.pe

Information Security

We advise on information classification and 
security controls, monitor their effectiveness 

through metrics, coordinate improvements and 

verify regulatory changes.

Data Governance & Owners

We identify Data Owners, who define access levels 

and ensure information is appropriately classified and 

safeguarded.

Risk-based governance

Senior Management provides resources for the 

Information Security Management System, while the 

Risk Committee (GIR) approves policies, procedures, 

guidelines and directives related to information 

classification.

Approval and oversight

The policy approval and publication flow involves 

Information Security, Operational Risk Management, 

the Integral Risk Management Committee and the 

Board of Directors.

Monitoring, review and audit

We periodically assess the effectiveness of our security controls, review our policy at least annually, and may conduct 

special audits of electronic information and information assets, within an information security framework aligned with 

ISO 27001 and NIST (National Institute of Standards and Technology) (Annual Report 2025, page 71)
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