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Information Security Policy RIMAC

RIMAC establishes a governance, operational, and control framework to protect -
information assets and the technological resources that support them, ensuring risac

the confidentiality, integrity, and availability of information. _ .
Information Security Policy

. OBJECTIVES

# To establish a govermnance, operation, and control framework for the protection of the assets
and technological resources that support them, in order to ensure the confidentiality, integrity,
and availability of infarmation.

# To establish a culbure of Information Security and Cybersecurity manageament in
organizational processes with the support of senior managament.

0 1 [ | G ove r“ a “ ce a “ d Ri s k M a n ag e m e n t # To manage Information Security and Cybersacurity risks to minimize their materialization

impact, guaranteeing the confidentiality, integrity and availability of information in accordance
with the strategic objectives of the business.

A formal process is in place to identify, analyze, evaluate, and address © o canply uihlagel sequcory anc iy et ot afect e rganzsion i
information security risks based on impact and likelihood criteria.

. SCOPE

This policy must be complied by all employess of Rimac Seguros, Rimac EPS and third

02. Security in Processes and Technology P i e o ey S e

The proteciion of information assets has applicability to all environments where information is

Role-based access controls, the principle of least privilege, segregation of processed, weramited rd sored. Tis nchdes and i ro Giled lo coud o on-prmie
environments, change validation, monitoring, and log reviews.

li. OTHER REFEREMCES

« Law Mo. 29733 — Personal Data Protection Law

03. People and Suppliers ! o e e

« PCID5S
« 15027001

Mandatory training, topic-specific sessions, social engineering simulations, and . NSTVL
controls for critical third parties. . POLICY GUIDELINES

1. Technology and Information Risk Management

04. Incident Response and Resilience We b ol procee o eriyig,anlzig vskisg, an deskng Wi fomaton-

related risks. Risks are analyzed considering criteria such as impact and probability, which
allows decisions to ba made based on data and priorilize mitigation resources.

Business continuity and disaster recovery plans are regularly tested, together The. documentation genersted feeds into o continuly sans, operations! conirds, and
incident response prolocals, and is oversean by the responsible security and internal audit

with an Incident Response Plan. o

Click here to view our Information Security Policy.
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RIMAC

Vulnerability Management Roadmap 2025

Infrastructure Scanning Cycles

Application Scan Cycle

Cloud Infrastructure

On Premise Infrastructure
PCIDSS

Cracking Credentials
Database

— , Search for secrets
Web application scanning

and API’s

Searching for secrets in
internal repositories

Ethical Hacking

Public secrets

Ethical Hacking of BIA
Applications
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Baseline Monitoring Management Roadmap 2025

Monitoring of cybersecurity
baselines and vulnerabilities
across systems hosted within
RIMAC’s internal
infrastructure.

o

Onpremise

i

/

o

Cloud

T

/

Monitoring of cybersecurity
baselines and vulnerabilities
across systems and services
hosted in cloud environments.

The Baseline Monitoring and Vulnerability Management Plan helps us identify, assess, and track cybersecurity gaps to prevent

potential threats and attacks.



Cibersecurity drills

We also carry out cybersecurity drills to keep our
employees alert and ensure that they can correctly
identify different threats.

As presented in the example, a mass email is
sent to all employees with a phishing simulation
and those who cannot correctly identify it are
sent an explanation email after that.

RIMAC

From: Comuracaciones RIMAC <comunicaciones@oimac com pe> <
Sent on: Wednesday, Febnuary 5. 2025 7 1808 PM
To: ed0 acoRta@nma com pe
Suobject: |INuevos BeoeBosos BRECA!
COMUNICTIoNe DN Mac.com pe 36 Faree 3 31guien Gue fe end conmeas lsctionicos antenomnents, p2Ia pusde gue no 143 e persany. Porque e20 podia far un UeiGg
Exte congo purtenece 3 un remitente externo a RIMAC Si o lo concces, evila abnt fos knks o cescargar jos archivea adpundas y repertaro a traves del boton de phishing.
iNueves Beneficios BRECAI
Renza los msvos beneficios hactendo che aqul
4’
' O ommismmenns RIMAC
cYa sabes cuales son los nuevos
beneficios BRECA?
Mira que tiene el corporativo para ti
]y Akl
FBRECA i
[ S eavA B
Nuevos cupos en los cursos obligatorios . . .
a Alicia, tw cuenta de Office 385 ha side blogueada
LB Learning RIMAC <bienestar@rimac.com.pe> <bienestar@rimac.compe>
2 > lerta Microsoft - RIMAC <microsoftifaccount-update365.com>
Para: @ Alexandra Alica Garcia Abanto
sra: W Alexsndra Alicis Garcia Abartba Mlar 23400/ 2005 10040

Recuerda que son obligatorios, inscribete agui,

Learning ' .
~L® RIMAC | PEUAEW = Microsoft

Renueva tu contrasena

Hola Alexandra Alicia,

For motives de segundad, la contrasefia asociada a W direccion de correo
electrinico alexandra garcia@nmac com pe caduca cada 60 dias. Para

| | f
nu evos cu pOS! ﬁr% utilizando esta cuenta, debes establecer una nueva contrasefa ahora

Estos espacios son limitados,

asi que no dejes pasar esta Ten en cuenta que si no renuevas tu confrasefa, fu cuenta sera suspendida
2 an las praximas 24 horas
oportunidad.

iSe han abierto

Gracias, )
El equipo de cuentas de Microsoft




Cybersecurity Mailbox

that works as a
and reports of
This

At RIMAC we have an email
mailbox to receive concerns
cybersecurity cases in the organization.
email is ciberseguridad@rimac.com.pe

Tode Correo Archivos Teams

Esnaider Fabian Arteags Saune

* SOL1060TI8-RE: Casod.. 26/12/2024

Estimados &cibe Archivo local
Rocio Roca, Luis Herrera Vigil
Updates from Tu comu 25/12/2024

Archivo local

Microsoft Outiook ’
Rule detected - High v 24012/2034
A match of one Archivo local

Ruben Garcia Mendoza, Comunicac..
Updates from Tu comu 24122024

Archivo local

jesiys Albecto Palacios Travi
SOL1059862-RE: Caso d 23/12/2024

mado (Dciber Archivo local

Jests Alberto Palacios Trawvi
SOL1059861-RE: Caso d. 231272024

ados @abe Archivo local

Seguros y Reaseguros

Mimac
Pasos rapidos = Leido / No leido = > e =
Contactos & Tiene datos adjuntos = No lefd = Para mi @ M
SOL1060718-RE: Caso de Phishing reportado por cristina.cacya@rimac.com.
preventa ejecutiva, si @ =
(&
- Esnaider Fabian Arteaga Ssune
@ Parx Borelly losue Medina Venturin <bmedina@securesoftcorpcom>; @ Gbes lA‘:
C: Monitoreo CyberSOC Perti <monitareo_pe@sacurecoftcorpcom>: y 3 mas
Este comeo pertanecs & un remiants extemo a RIMAC St no lo conoces, avity abnr | Q
reporiario 8 ravés del boton de phishing
Estimados @cibersegundad@rimac.com.pe,
I Buenos dias, por favor su apoyo con la revision de ia aterta reportada por el SOC.
8 Borelly Josué Medina Venturin
20 pertenecs a un remitents externo a8 RIMAL | NO conoces. evita abinir 10s Nnk
8 Borelly Josué Medina Venturin

OITE0 DOTTeNece a un remitente oxtemo & RIMAC. Si no o conoce

oIt ahnr o

RIMAC

Cerrar se510

Ciberseguridad

cibessequridod@rimocsogure

....................

Rimac Seguros y Reasegrs

alexandragarca @rimacoom pe

RIMAC

secutity. man@omaccom.pe

INICIAT 3850N CON O1rs cusnla
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Cybersecurity Incidents Report

Upon receiving a report about a cybersecurity
Incident through the mailbox, the cybersecurity area
conducts an investigation of the case. For example, in
the case of phishing presented below, an analysis of the
email is carried out to determine if it does indeed
present a risk and at what level, as well as the actions
to be taken.

Conclusién del Analisis:

RIMAC

De: Borelly Josué Medina Wenturin <bmedina@securesoftcorp. com=

Enviado: miércoles, 25 de diciembre de 2024 15:27

Para: ciberseguridad@rimac. com. pe <ciberseguridad@rimac com. pes; CyberiOC RIMALC <cybersoc_rimac@securesoftcorp.corm

Co: Monitoreo CyberSOC Perd <monitoreo_pe@securesoftcorp.com=; Soporte Secure Soft Perd <soporte@securesoftcorp, com=; Soporte Onsite Rimac <soporte_onsite_rimac@securesoftcorp coms;
SMARTFEMNSE <preporti@livefense.com=

Asunto: RE: SOL1060718-RE: Caso de Phishing reportado por cristina, cacya@rimac, com. pe; Santa no te traerd un ascenso...a preventa ejecutiva, si &)

Estimado @CyberSOC RIMAC buen dia,

Se realizd el analisis del correo en un ambiente seguro Sandbox

Posible campafia de spam publicitario: El correo parece ser parte de una campafia de spam publicitario gue ofrece programas educativos de desarrollo profesional. El tano de
detallada sohre la oferta hacen gue este correo se asemeje Mas a un mensaje de marketing masivo gue a una oferta legitima.

Acciones a Tomar -
Securesoft

Fealizar el blogueo proactivo de las 10C s maliciosa/sospechosa en todas las plataformas (Soporte) (previa confirmacion)

Cliente

Acciones a Tomar -

Fevisar si los 10C s pertenece a un proveedor o servicio, de ser el caso solicitar el blogueo. (Cliente)

Indicar a los usuarios finales que Mo deben ingresar credenciales ywo informacidn personal en paginas no autorizadas.

Evite hacer clic en enlaces o descargar archivos adjuntos de fuentes desconocidas o sospechosas.

Eliminar el correo del buzin de las personas que recibieron dicho correo.

Evitar el uso de las cuentas corporativas en padinas que no estén asociadas a las funciones de la empresa.

MO hacer clic en hipervinculos de correos electronicos de remitentes desconocidos.

MO abrir correos si se desconoce el sender & inmediatamente remitirlo al area de ciber-sequridad para su posterior revision.




Supplier

Cybersecurity
Homologation

Through the homologation document, suppliers
commit to RIMAC’s General Information
Security Terms when they store, process,
transfer, or access RIMAC information.

Supplier responsibilities
Safeguards * Training * Assessments °

Incident response

To view the full policy, click here.

01

afeguards
%ess

* Administrative,
technical, and
physical controls

« Secure
authentication and
access by legitimate
need

* Logs retained for
at least 90 days

* Malware controls,
security patches,
and credential
protection

02
human Fisk

* Annual training
and continuous
supervision for
personnel with
access to RIMAC
information
 Phishing tests,
secure password
practices, and
cyberattack
prevention

« Competency
evaluations and
reinforcement plans

03

Asse&lstglents

* RIMAC may
request control
assessments, on-
site evidence, and
vulnerability reports
« Suppliers self-
assess safeguards
at least annually
 Audit reports,
penetration tests, or
certifications may
be provided,
including ISO
27001, SOC1,
SOC2, or PCI

AL
RIMAC

04

Incident
response

« Maintain a security
incident response
program

* Notify RIMAC
within no more than
24 hours after
discovering a
security incident

» Correct critical,
high, and medium
findings within 30,
60, and 90 days


https://imagescdn.rimac.com/blt08ef8825714ce760/6891050e93cdb21e2e6f087c/Homologacio%CC%81n_a_los_Te%CC%81rminos_Generales_de_Seguridad_de_la_Informacio%CC%81n_01_08_2025.pdf

Privacy
protection

~L® RIMAC




Privacy Policy: Scope and Management R,Mz AC

We manage personal data through a defined privacy and information protection framework.

At RIMAC, we take the protection and privacy of personal data seriously. Our Privacy Policy establishes how we handle personal data in
accordance with Peru’'s Personal Data Protection Act and its applicable regulations.

Scope across RIMAC Personal data as confidential information

Our Privacy Policy covers RIMAC Seguros y Reaseguros and We classify personal data as confidential information and require
RIMAC S.A. Entidad Prestadora de Salud (EPS), and governs security measures in the information systems and platforms that
the handling of personal data within our business relationships. contain or support such data.

Lifecycle and data subject rights Third-party protection

We define retention periods and provide mechanisms for Our information classification policy applies to employees and
individuals to exercise access, information, updating, correction, third parties providing services to us. Third parties with access to
cancellation, portability and suppression rights, as well as to company information are subject to confidentiality, personal data
challenge use or disclosure or withdraw consent. protection and contractual security requirements.

To view the full policy, click here.


https://www.rimac.com/privacy-policy
https://www.rimac.com/privacy-policy

Privacy Governance and Responsibilities RIMAC

We assign defined accountability for personal data protection, information security and information governance.

b | Dat Information Security Data Governance & Owners
erson_a a a_ We advise on information classification and We identify Data Owners, who define access levels
Protection Officer security controls, monitor their effectiveness and ensure information is appropriately classified and
| through metrics, coordinate improvements and safeguarded.
We have designated Karen Mora verify regulatory changes.
Gutiérrez as our Personal Data
Protection Officer, providing a
specific point of accountability _ _
and Contact for persona' data RlSk'based governance Approval and OverS|ght
protection matters. Senior Management provides resources for the The policy approval and publication flow involves
Information Security Management System, while the Information Security, Operational Risk Management,
d limient . Risk Committee (GIR) approves policies, procedures, the Integral Risk Management Committee and the
pdpcumplimiento@rimac.com.pe guidelines and directives related to information Board of Directors.

classification.

Monitoring, review and audit

We periodically assess the effectiveness of our security controls, review our policy at least annually, and may conduct
special audits of electronic information and information assets, within an information security framework aligned with
ISO 27001 and NIST (National Institute of Standards and Technology) (Annual Report 2025, page 71)
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